University of Wisconsin
Department of Medicine

IT Fuhdamentals

Hi. We're glad you're here.

You're probably wondering about a lot of things,
including how you are supposed to use our com-
puters and related resources.

We hope this guide will reduce your bewilderment
level and provide sufficient nuggets of wisdom to
get you off to a productive start.
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Why do | need yet another ID?

Your Department of Medicine account is for the services and
resources of the Department, specifically—separate from the
University and UWHealth.

Your DOM username may or may not be the same as your NetID. If it
is the same, that’s purely coincidental. The passwords for those
accounts are under your control, so you can make them match if you
wish.

You probably have at least three IDs—NetID, DOM Username, and
UWHealth ID. Here are some examples of what each is for:

NetlID or @wisc.edu address
Email - both @wisc.edu and @medicine.wisc.edu! UWHealth ID
Locally-installed apps - The University is the license Used for UWHealth-specific
holder for most of the software installed on your e Computers
DOM computer: Microsoft 365, Adobe Creative e Email
Cloud, Teams, Zoom, Webex?, and many others. Sign- e Network file shares and printers
ing into these with your NetID ties you into the licens- e HealthLink/EPIC
ing system, verifying your right to use the software. e Oracle Cloud?3
Online apps - Box, G-Suite, Research Drive, etc. o LHCeniees
Wifi - UW Net
VPN GlobalProtect
DOM Username
Used for DOM-specific
e Computers
o Network file storage (G: and K:
drives) and printers
RedCap
Citrix server
Online forms and intranet
Your @medicine.wisc.edu address is not a separate account. 3For UWHealth services that you have access to—but you don't
It's an additional address that directs mail into your @wisc have a UWHealth email address—use
mailbox. See page 12 for more information. UWHealthUserld@pa.uwhealth.org

2WebEx initial login dialog accepts the email address that you
have selected as your primary one. Once that's entered, it'll
prompt for NetID. It's your NetID that connects you to the
license to use the software.
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Where do | keep my (electronic) stuff?

This storage space is on servers maintained by DOM
network engineers, located in DOM facilities.

Most commonly, you'll use the shared network spaces
that we refer to as drives G, K, and Z. They look like this
when you're signed in:

v [l This PC -
716: contains Home and Team folders.
> Ml Desktop

Your Home folder is just for you - no one else has access to it.
Use it to store work-related files that you're not sharing with
others.

The Team folder shows subfolders to which you've been assigned

> ] Documents

> & Downloads

> @) Music
» I Pictures access for work. Other members of your team will have access
1Ctur .
to these, so you can share files.
> & Videos

> %5 Windows (C:)

> w= USB Drive (E:)

> mm APPS (\\DOMCL1ADMDATA) (F:)

> == DOMDATA \\DOMCL1ADMDATA) (G:)

> == MIS \\DOMCL1ADMDATA\APPS) (1)

> == DOMDATA (\DOMCLTADMDATA) () 3 K: If you do lab work, you may get this drive mapped, with access to

_— the folders belonging to your lab.

> == LAB_DATA (\\DOMCL1LABDATA) (K:)

CHGPM_NEW (\\PDOMSOFS02) (P:)

v

> == SECURE_SHARE (\\PDOMSOFS02) (X:)

> == MLWOOD (\\DOMCL1ADMDATA\DOMDATA\HOM 5 e
= : N ——— 3] Z:Thisis just a shortcut to your personal G:\home folder

> == USB Drive (E)

> ‘& Network

You'll see other lettered drives, too, depending on your are going to be extraordinary, go ahead and ask if we
specific division and role (even some that you might not will need to add capacity. We appreciate the planning
use), but the highlighted ones will be the most useful. help.

Note that they're found under “This PC” rather than

"Network.” Avoid storing important data exclusively on local drives

(those inside your computer, such as the C drive—or

This system is secure enough to store Protected Health
Information. Your division might also make use of other
electronic filing systems such as Box or Google Docs,
but be careful never to use those for PHI-they are not
sufficiently secure.

DOM IT can create any team and lab folders you need,
with access given to the people you specify. Storage
space is not limited, but if you think your space needs
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those that can be plugged into it like a jump drive).
Local drives can fail, and laptops and jump drives can be
lost or stolen - and if you don't have a backup, your
data is gone. The mapped network drives are backed up
regularly and can be securely accessed from any
computer that's connected to the internet.

Personal files, pictures, music, etc. should not be stored
on DOM computers or servers.




Adding your account to your DOM computer

Your DOM computer needs to be connected to the De- Put in your DOM ID and password, and wait while the
partment’s wired network when you're signing into it for computer goes through setting up your local account
the first time. This initial, wired login establishes and and gets to the desktop. (The next login will go more
authenticates your account on the computer, which quickly.)

enables you to use it off-network later. Now you should log off, disconnect from the wired net-

work, and do a test off-network login, to make sure

The wired connection symbol appears in the lower it's going to work for you.

right of the screen, and looks like this: E

g Z At the login screen, it should say Log on to this com-
I e see ihe wirelees puter. If it does not, find and click the link for Com~-
or the no-network icon, we'll need to fix the puter Only Logon.
connection.

When you get to the login screen, select Network

Logon

Log on to this computer

Log on to this computer

Password

DOM credentials

Log on to: DOM

Log on to: DOM
Log on to another domain
Network Logon

. . . . Log on to another domain
This will be the result, which is what we want:

I\

Network Logon

N Y 7
MEDICINE Put in your DOM ID and password.

The computer will log you in and show you your desk-
Log on to OES Network

top.

[lorame Network Logon
DOM credentials

When you are connected to the DOM

— wired network directly or via a docking
station.
Did you forget your password?
Computer Only Logon
Computer Only Logon

When you are not connected to the
wired network.

Show Advanced Options
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How do | get to my stuff?

When everyone worked in the office or lab all the time,
the standard setup was a stationary desktop or tower
computer with a full-time, physical connection to the
DOM wired network. There are still many of these
around, and you'll most often see that connection as an
orange ethernet cable that runs from a data jack in the
wall to a port in the back of the computer. (Cable color
has no significance—you may see a black, gray, or blue
cable instead.)

Now that the norm is to use a laptop to enable remote
work, it is more common for that ethernet cable to con-
nect the data jack in the wall to a docking station on the
desk. When you connect the laptop to the docking sta-
tion, the wired connection is extended to the laptop.
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(On-site)

In either of these cases, the computer is already securely
connected to the DOM environment, so you can sign in
at the OES Network login screen and your drives are
mapped for you in a process that takes place behind the
scenes.

MEDICINE

Log on to OES Network

T
network password =2

Did you forget your password?

Computer Only Logon

Show Advanced Options



How do | get to my stuff?

(DOM computer, remote)

When you use a DOM laptop remotely, it isn't starting
out with that secure network connection, so there are a
few more steps needed to achieve the same end:

Log on to “computer only”

K

Log 00 0 this computer

[N DOM credentials
= -

Connect to the internet

MFCB_WIRELESS
® No Internet, oper

eduroam
g
UWNet

Z DIRECT-45-HP M203 Laseret Click the * to
reveal hidden
icons

...where GlobalPro-
tect looks like this

Connect the GlobalProtect VPN.

GlobalProtect may have popped up on your screen,
waiting for a login. If it did not, find its icon on the taskbar
or in the "hidden icons” area, and open it from there.

Put your NetID (not DOM username) and password into
the GlobalProtect blanks, and click “Sign In”

GlobalProtect

Sign In

Enter Portal NetiD password

Portak: smph.vpn.wisc.edu

You'll be prompted for a Duo authentication. Key in a
Duo-generated code, or “1" for a push notification.

GlobalProtect

Sign In

Enter MFA-Duo passcode (or 1" for Duo

You'll see when connection has been made and you can
go to the next step .

GlobalProtect

sy

&

Connected

GlobalProtect VPN substitutes for the secure,
wired, physical network when you are remote.
Please do not use GlobalProtect when you
are on the wired DOM network. Doing so
will cause conflicts and connection failures.
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How do | get to my stuff?

(DOM computer, remote)

Now, run the OES login:
Find the "OES Client” icon in the taskbar or hidden icons

area @

Right-click it and select the top item, “OES Login”
OES Cﬁnections...

OES Map Network Drive...

Disconnect Network Drive...

OES Utilities >
User Administration for UWMEDICINE_TREE >
Browse To >

Configure System Tray Icon...
Update Client

Client Documentation and Help

Client Properties...

L - -a =
# O &
1O} 55 =2

o

05

9:01 AM
C‘? B 2/6/2023 é)

9

Enter your DOM username and password

D.

Username: .
Password: DOM credentials

f word?

OK Cancel Advanced >>

Click OK. The login script will run, mapping drives G, K,
and Z for you.
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Hybrid workers:

Your laptop will not automatically maintain mapped
drives in transition from the office environment to the
home one (or vice versa).

The surest strategy to avoid dropped drive mappings is
to shut down* the computer when you leave one location
and start it up again when you get to the next. If you're in
the office, connect to the dock and do the OES login. If
you're remote, do the computer-only login and subse-
quent manual connection steps.

Laptop password sync:

When you change your DOM password, be aware that
the update is made initially on the network side. If your
laptop is not connected to the network, it will not know
about this change, so it will retain the old password.

The laptop password will sync up when you connect to
the wired network or run GlobalProtect for a sufficient
length of time that one of the network sync cycles takes
effect.

That type of sync will cause your computer to pop up the
message, “A password change was detected. Please lock
this computer, then unlock it with the new password.”
That is safe to do. Afterward , your laptop will have the
new password.

4Use the Start menu, not the power button. On
most laptops, the primary function of the power
button is to “sleep” the computer, and we want to
do a full shutdown instead.




How do | get to my stuff?

(Non-DOM computer)

If you're using a computer that isn't managed by DOM,
you will need to install Citrix Workspace app on it, and
DUO Mobile on your phone. The Workspace app will
prompt you to set up an account using your email ad-
dress and so on. Ignore that part—you don't need it (and
it won't work, anyway).

Then go to the DOM Citrix page
(https://domcitrix.medicine.wisc.edu) and log in using
your DOM credentials:

Please log on

DOM credentials

First-time users will be prompted for Duo setup:

@)JLL‘»)

Protect Your UW - Dept of Medicine
Account

¢

g a secondary device to verify your identity. This prevents anyone but you
What is this? (3 from accessing your account, even if they know your password.
Need help?
This process will help you set up your account with this added layer of
Secured by Duo security.

Two-factor authentication enhances the security of your account by using

\

Click “Start setup” and you're prompted about the de-
vice you're adding:

@Jk@ What type of device are you adding?

H @® Mobile phone
% Tablet (iPad, Nexus 7, etc.)

What is this? OF Continue

Need help?

o

We'll proceed with a phone. Put in your 10-digit phone
number:

@Jk@ Enter your phone number
T

% United States ~

g e I K 2

Example: (201) 234-5678

You entered (€23) ?2-{E-9. Is this the correct number?

Check the box to indicate that the number is correct.
Click Continue.

Indicate what type of phone this is:

@JL@ What type of phone is #72.2°2. 37527
= ® iPhone
% Android

g Windows Phone

What is this? [§

et m
S d by Duo

If you haven't already installed Duo, you'll be prompted
to do so.

Install Duo Mobile for iOS

1. Launch the App Store app and
search for "Duo Mobile”

2. Tap "Get" and then "Install” to
download the app.

@Dk@
&

What is this? OF

Need help?

m I have Duo Mobile installed

But you've been proactive, so click “I have Duo Mobile
installed.”
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How do | get to my stuff?

(Non-DOM computer)

Open Duo on your phone, click the + in the upper right
corner, and hold the phone up to your computer screen.
When Duo sees the QR code (via your phone’s camera),
it will automatically add this website.

Activate Duo Mobile for iOS

1. Open Duo Mobile
2. Select Use QR code
3. Scan this barcode.

@Jk@
&

Email me an activation link instead

What is this? [§

Need help?

@UUS.') Activate Duo Mobile for iOS
=

1. Open Duo Mobile.
2. Select Use QR code
g 3. Scan this barcode.
Email me an activation link instead
What is this? [F

Need help?
m

Click Continue, and you'll be asked how you want Duo to
act when you get to a site requiring authentication: auto-
matically push a prompt to your phone, wait for a numer-
ical code (which Duo will generate on demand), or leave
it up to you to choose each time. When you have made
that selection, click “Continue to Login.”

Secured by Duo

@Uk@ My Settings & Devices

(3 ios
&

What is this? CF

Default Device: I0S BIFFZ=S3

Need help? When llogin: | Ask me to choose an authentication method v

Continue to Login
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=R T

And you'll be at your first Duo prompt for the DOM Citrix
site:

WW
(¢
% [] Passcode

B,

What is this? ¥

Choose an authentication method

[«] Duo Push recommenper

Enter a Passcode

Send Me a Push

Remember me for 12 hours

Need help?

Secured by Duo

Secured by Duo

Enroliment successful This is the Duo login prompt that you'll normally see when logging in. X

Respond to the push (or enter the passcode), and you're
in!

This is the DOM Citrix home screen.
@ | O zEnwor dhcp.medic @ Departn © Phone: $€ All Asse DolT He MFA-DL W Acaden @ citixF X | + Vv
(]

© @ s =

> [3 Other Bookmarks

< C @ O 8 52 https//domditrixmedicinewisc.edu/Citr Wek % 1%

@ Getting Started @) Novell ZENworks Cont... @ NovelliManager @ email admin DolT Help Desk Knowl... [ work

Apps
All (16)
£ £ m (0 n
Access 2019 Acrobat Reader DC Excel 2019 G or Z-Drive Google Chrome K-Drive

¢ & =

Microsoft Edge

@ £ K

Outlook Web Client PowerPoint 2019 Publisher 2019 PUTTY Remote Desktop

Connection

1/ 2 2 E

Rstudio 2019 SmartDraw 2020 TimeLog Application Word 2019




How do | get to my stuff?

(Non-DOM computer)

The first time you click an icon to open the app or file
behind it, you may get a download in the lower left cor-
ner, and nothing else happens.

Right-click that download and select “Always open files
of this type.”

O zeotvalocmiauidvdiyica A

Still, nothing will happen just yet. Right-click that down-
load again and choose “Open.”

R

v’ AI%ays open files of this type

Show in folder

6 ZGotY2l0cmiqUiave...ica

Now something happens - the application opens. Next
time you click an app icon, it will open automatically.

. | \

e
Starting...
_
v More information.
Publisher 2016

Apps opened from Citrix look exactly the same as they
do when opened directly.

Both home and team are available via the “G or Z Drive”
icon. The file listing looks a little different here compared
to when you are in the office, but all the same files and
folders are available to you.

- s Manage
Home  Share  View Drive Tools
<« v A == > ThisPC > domdata (\\128.104.208.90) (G:) v O Search domdata 28.104.2

& Downloads A Name

&= Pictures Home

0 ThisPC Teom

B 3D Objects

B Desktop

%) Documents

& Downloads

D Music

&= Pictures

B Videos

== domdata (\\128.104.208.90) (G:)

Home

Team
& Network

2items
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How do | get to my stuff?

(Non-DOM computer)

You can easily edit and save files on the G and K drives,
and create new files using the apps on the home page.
File uploads and downloads are not permitted, for secu-
rity reasons.

When you're done, close all your app windows to go back
to the home screen. Click your name and choose “Log
Off.”
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| need something else

I need some other software

Here is a partial list of the software that every DOM
computer has already installed:

Microsoft 365 (Word, Excel, Powerpoint, Outlook)
Teams, Webex, and Zoom

Adobe Creative Cloud and Acrobat

Chrome, Edge, and Firefox web browsers

Citrix Workspace App

If you require other software, the first place to look is in
Zenworks Application. That's an icon on your desktop

that looks like this:
{E’ '

You may install any of the apps in Zenworks Application
at your convenience.

If the software you need is not in Zenworks Application,
contact the helpdesk. We'll check our list of approved
software and install it for you if it's there; otherwise, we'll
ask you to fill out a form that submits it for risk assess-
ment, so we can get it approved and installed for you.

Is the system down?

You can check the DOM helpdesk home page for bulle-
tins and updates about any system-wide issues that may
affect you: https://www.helpdesk.medicine.wisc.edu

DolT’s outage page is also a good place to look for infor-
mation on issues that may be campus-wide:
https://outages.doit.wisc.edu/

I need to print

Shared DOM printers are accessible to computers that
are on the wired network or running the VPN. If they
aren't listed for you already, we can add them for you.

Using a DOM computer to print to your home printer is
not supported. If you require that ability, ask your Divi-
sion Administrator to authorize an exception.

I need to use HealthLink

On a DOM computer, you get to HealthLink via a desk-
top icon that takes you to the sign on for cit-
rix.uwhealth.org. You'll need to be on the wired DOM
network or running the VPN to successfully log into the
HealthLink site.

Help me understand email addresses

If you were offered a @medicine.wisc.edu email address,
you might like to know the “sneaky” thing about that: it's
not really a separate account, it is just an additional ad-
dress pointing to your @wisc.edu email account. So,
messages sent to you@medicine.wisc.edu are actually
deposited into your you@wisc.edu mailbox. You can go
to email.wisc.edu/admin to select which of the two ad-
dresses you want as your “primary”—meaning, which one
your outgoing email will appear to be coming from.

If you use a @uwhealth.org email address, that's a differ-
ent system, administered by the hospital helpdesk (608-
265-7777).

| forgot my DOM password

Call the helpdesk. We'll verify who you are and give you a
temporary password. Then you go to https://
www.medicine.wisc.edu/password to create a new se-
cure password.

An app is prompting me to signin
Almost all our apps do this the first time you use them.
Put in your @wisc email address, and step through the
subsequent Duo authentication. This ties your use of the
app into the UW's software licensing, so you don't have a
restricted trial license or need to purchase a license. For
most apps, a sign-in/Duo authentication will last 6
months or more, at which time you'll be prompted to do
it again to refresh/confirm your license entitlement.

I'm prompted for Administrator login

We operate with a lot of security measures in place, and
the need for admin credentials when making changes to
computers is among them.

In most cases, a helpdesk person can reach your com-
puter with a remote-control app and put the needed
credentials in for you.

Zenworks login?

A "Zenworks Configuration Management” login some-
times pops up after you've changed your password. You
can hit the Esc key to clear it away—it is not necessary to
do that login. If it's bothersome, we have a process to
get you logged into that, which will prevent its reappear-
ance until your next password change.
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